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At-A-Glance

Overview
Cisco® Application Centric Infrastructure (ACI) is an innovative Data Center architecture 
that simplifies optimizes and accelerates the entire application lifecycle through a common 
policy management framework. Network, security, virtualization, and applications teams 
can now work in a common management architecture, enabling the disconnected 
management processes that have burdened most data centers to finally come together.

Cisco APIC serves as the single point of automation and fabric element management in 
both physical and virtual environments. As a result, operators can build fully automated 
and scalable multitenant networks.

Figure 1. Infrastructure Components of Cisco APIC
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Cisco APIC attributes and features include the following (Figure 1):

•	 The ability to build and enforce application centric network policies
•	 An open framework through northbound and southbound APIs
•	 Integration of third-party Layer 4 through 7 services, virtualization, and management 
•	 Intelligent telemetry and visibility for applications and tenants
•	 The ability to provide security for multitenant environments at scale
•	 A common policy platform for physical, virtual, and cloud networking

Application Centric Network Policies
Cisco APIC is the creation, repository, and enforcement point for Cisco ACI application 
policies, which you can set based on application-specific network requirements.  

Cisco APIC also provides policy authority and resolution mechanisms. Cisco ACI 
policies define connectivity, security, and networking requirements for agile and 
scalable application deployments. 

Open Framework 
The Cisco APIC framework enables broad ecosystem and industry interoperability 
with Cisco ACI. It enables interoperability between a Cisco ACI environment and 
management, orchestration, virtualization, and Layer 4 through 7 services from a broad 
range of vendors (Figure 2).

Cisco APIC provides centralized access to your Cisco ACI through an object-oriented 
RESTful API framework with XML and JSON binding. It also supports a modernized, 
user-extensible command-line interface (CLI) and GUI. APIs have full read and write 
access to the Cisco ACI, providing tenant- and application-aware programmability, 
automation, and system access.

Northbound APIs allow rapid integration with existing management and orchestration 
frameworks. They also allow integration with OpenStack interfaces to provide Cisco 
ACI policy consistency across physical, virtual, and cloud environments.

Southbound APIs let you extend Cisco ACI policies to existing virtualization and Layer 
4 through 7 service and networking components. They will support computing and 
storage environments in the future. Cisco intends to fully publish and open source the 
Cisco API data model to foster a broader ecosystem.

Figure 2. Cisco APIC Integration of Third-Party Services
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